Metadata Validation Changes in Skolfederation

@ New metadata validation requirements based on the federation Technical Profile 1.0.0 are being enforced in Federationsadmin.
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Summary of Planned and Enforced Sections

Section Title Applies to Implemented

211 lang Identity Providers = TBD
Service Providers

2.1.7/3.1.5 @ SAML endpoints Identity Providers = April 9, 2026
Service Providers

2.1.10/3.1.8  ContactPerson Identity Providers = April 9, 2026
Service Providers

2.1.3 error URL Identity Providers ' June 16, 2025

2.1.6 SAML certificates (signing) Identity Providers ' June 16, 2025


https://wiki.federationer.internetstiftelsen.se/display/IF/SAML+2.0+WebSSO+Technology+Profile

314 SAML certificates (encryption) = Service Providers = June 16, 2025

3.1.6 RequestedAttributes Service Providers ' June 16, 2025

Section 2.1.1 - lang

Implemented: TBD

Description

This requirement ensures that human-readable elements in metadata include language information to improve usability and interoperability in multilingual
environments.

Requirement

Requirement
All human-readable elements that support language tagging MUST include the xn : | ang attribute.
The following rules apply:

® |anguage values MUST follow ISO 639-1 (e.g. sv, en)

® Both Swedish (sv) and English (en) MUST be present

® |f alanguage is used in one metadata element, it MUST be used consistently across all metadata elements that support xmi : | ang

O Exception: nd: Regi strationPolicy
® The same language value MUST NOT appear more than once per element

O Exception: ndui : Logo
This includes (but is not limited to):
® ndui : Di spl ayNane
® ndui : Description
.

nd: Ser vi ceNane
nd: Servi ceDescri ption

Examples

<ndui : Di spl ayNane xni:|ang="en">Exanpl e Organi zati on</ ndui : Di spl ayName>

<mdui : Di spl ayNane xnl : 1 ang="sv" >Exenpel or gani sati on</ ndui : Di spl ayNane>

<mdui : Description xm :1ang="en">Exanpl e Organi zation - nore text...</ndui:Description>
<mdui : Description xnl:|ang="sv">Exenpel organi sation - mer text...</ndui:Description>

Action

Ensure that:

Both sv and en are always present
Language usage is consistent across all relevant elements
Only valid ISO 639-1 language codes are used

L]
L[]
L]
® No duplicate xnl : | ang values exist per element (except for Logo)

2.1.7/3.1.5 - SAML endpoints

Implemented: TBD

Description

This requirement enforces correctness and security of SAML endpoint definitions to ensure proper federation interoperability.

Requirement



All SAML endpoints MUST:

® use HTTPS (https://)

® be valid and well-formed URLs

® not contain localhost, IP addresses, or non-public domains
Applicable endpoints include, but are not limited to:

® Singl eSi gnOnSer vi ce

® Singl eLogout Servi ce

® AssertionConsuner Servi ce

For Service Providers, the following additional requirement applies:

® an AssertionConsuner Servi ce MUST NOT use the binding ur n: oasi s: nanes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- Redi r ect

Examples

Valid

<md: Asserti onConsuner Servi ce

Bi ndi ng="ur n: oasi s: names: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Locati on="https://sp. exanpl e. se/ acs"

i ndex="0"/>

Invalid — ACS with HTTP-Redirect

<md: Asserti onConsuner Servi ce

Bi ndi ng="ur n: oasi s: names: t c: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Locati on="https://sp. exanpl e. se/ acs"

i ndex="0"/>

Valid

<md: Si ngl eSi gnOnSer vi ce
Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Locati on="https://idp. exanpl e. se/ sso"/ >

Action
Verify that all endpoint URLs:
® use HTTPS
® are publicly reachable
® follow correct URL syntax

For Service Providers, also verify that:

® no AssertionConsuner Servi ce uses the HTTP-Redirect binding
® AssertionConsuner Servi ce endpoints use an allowed binding, such as HTTP-POST

2.1.10/ 3.1.8 - ContactPerson

Implemented: TBD

Description

This requirement ensures that federation operators and participants can reliably contact responsible functions for operational, technical, and support-
related matters, while complying with personal data protection legislation.

Requirement



Contact information MUST NOT refer to a natural person.
The following requirements apply for both Identity Providers and Relying Parties:

® An entity MUST include exactly one Cont act Per son of each of the following types:

© administrative

© technical

© support
® There MUST NOT be more than one Cont act Per son per contact type
® Each Cont act Per son MUST include:

© Emai | Addr ess
® The Emai | Addr ess:

O MUST start with mai | t o:
O MUST refer to a functional mailbox (not a personal email)

Guidance

® The adni ni strati ve contact is used for governance and federation-related matters
® Thetechni cal contactis used for technical issues and integration
® The support contact is used for end-user and non-technical support

Examples
Valid

<md: Cont act Per son contact Type="adm ni strative">

<md: Emai | Addr ess>nmi | t 0: adm n@xanpl e. se</ nd: Emai | Addr ess>
</ md: Cont act Per son>

<md: Cont act Per son cont act Type="t echni cal ">

<md: Emai | Addr ess>nmi | t 0: t ech@xanpl e. se</ nd: Emai | Addr ess>
</ md: Cont act Per son>

<nd: Cont act Per son cont act Type="support" >

<md: Emai | Addr ess>nmi | t 0: support @xanpl e. se</ nd: Emai | Addr ess>
</ nmd: Cont act Per son>

Invalid — missing required contact types

<md: Cont act Per son cont act Type="t echni cal ">

<md: Enui | Addr ess>nui | t o: t ech@xanpl e. se</ nd: Enai | Addr ess>
</ nd: Cont act Per son>

Invalid — multiple contacts of same type

<md: Cont act Per son cont act Type="t echni cal ">

<md: Enai | Addr ess>nmi | t o: t echl@xanpl e. se</ nd: Emai | Addr ess>
</ md: Cont act Per son>

<md: Cont act Per son cont act Type="t echni cal ">

<md: Emai | Addr ess>nmi | t 0: t ech2@xanpl e. se</ nd: Emai | Addr ess>
</ md: Cont act Per son>

Invalid — personal contact

<md: Cont act Per son cont act Type="t echni cal ">

<md: Emai | Addr ess>nmi | t o: firstnane. | ast nane@xanpl e. se</ nd: Emai | Addr ess>
</ md: Cont act Per son>



Action
Ensure that:

® Exactly one Cont act Per son exists for each required type (admi ni strati ve, techni cal , support)
® No duplicate contact types exist
® All email addresses:

© usethe mai | t o: scheme
O point to functional (role-based) mailboxes
® No personal data is used in contact information

Section 2.1.3 —error URL

Implemented: 16 June 2025

Description

The er r or URL is a metadata element in an Identity Provider (IdP) configuration that points to a web page intended to help users troubleshoot login
problems. When a user encounters an issue during authentication, a Relying Party (e.g. a Service Provider) may redirect the user to this URL for guidance
or support. Including a valid and accessible er r or URL enhances the user experience and aligns with SAML best practices.

Requirement

An Identity Provider MUST include an er r or URL element in its metadata.
“A Relying Party may use the errorURL of an Identity Provider to assist users in resolving login issues.”

IdPs SHOULD follow the SAML V2.0 Metadata Deployment Profile for errorURL.

Examples

Example not supporting Metadata Deployment Profile for errorURL

<nd: | DPSSODescri ptor errorURL="https://exanple.comerror.htm ">

Example supporting Metadata Deployment Profile for errorURL, with the required and optional placeholders

<nd: | DPSSCODescri ptor error URL="htt ps:// exanpl e. coml ERRORURL_CODE?
t S=ERRORURL_TS& p=ERRORURL_RP&t i d=ERRORURL_TI D&ct x=ERRORURL_CTX" >

Action

Ensure your IdP metadata contains a reachable er r or URL.

Generic errorURL

A generic errorURL is provided by Skolfederation as an example and fallback. More info here.

Section 2.1.6 — SAML certificates (signing)

Implemented: 16 June 2025

Description
A signing certificate is a critical part of an Identity Provider's SAML metadata. It ensures that SAML assertions and metadata can be cryptographically

validated by relying parties. The certificate is included via a <KeyDescr i pt or > element, either explicitly marked with use="si gni ng" or with no use
attribute at all.

Requirement


https://refeds.org/specifications/errorurl-v1
https://wiki.federationer.internetstiftelsen.se/display/IF/Generic+errorURL+handler

An Identity Provider MUST include at least one signing certificate.

“A KeyDescriptor element with no use attribute or one set to si gni ng.”

Examples

Example with use attribute set to signing:

<md: KeyDescri ptor use="si gni ng">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
<exanpl e-certificate-contents>
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf o>
</ md: KeyDescri pt or >

Example with no use attribute set:

<md: KeyDescri pt or>
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
<exanpl e-certificate-contents>
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

Action

Verify that a valid signing certificate is present in your metadata.

Section 3.1.4 — SAML certificates (encryption)

Implemented: 16 June 2025

Description

An encryption certificate is required in a Service Provider's SAML metadata to allow Identity Providers to encrypt assertions. This certificate must be
included using a <KeyDescr i pt or > element, either explicitly marked with use="encr ypti on" or with no use attribute (which implies general-purpose
use, including encryption).

Requirement

A Service Provider MUST include at least one encryption certificate.

“A KeyDescriptor element with no use attribute or one set to encr ypti on.”

Examples

Example with use attribute set to encryption:



<nd: KeyDescri ptor use="encryption">
<ds: Keyl nf 0>
<ds: X509Dat a>
<ds: X509Certificate>
<exanpl e-certificate-contents>
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ md: KeyDescri pt or >

Example with no use attribute set:

<md: KeyDescri pt or >
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509Certificate>
<exanpl e-certificate-contents>
</ ds: X509Certificate>
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ nmd: KeyDescri pt or >

Action

Ensure your SP metadata includes a valid encryption certificate.

Section 3.1.6 — Requested Attributes (SP)
Implemented: 16 June 2025

Requirement

A Service Provider MUST include at least one At t ri but eConsumni ngSer vi ce element.

Each At t ri but eConsum ngSer vi ce MUST contain:

® A Servi ceNane element with an xm : | ang attribute.
® A ServiceDescription elementwith an xnl : | ang attribute.
® Atleast one Request edAttri bute.

Each Request edAt t ri but e MUST include:

* A Nane attribute.
® AFriendl yNane attribute.
®* A NaneFor mat attribute setto urn: oasi s: nanes: tc: SAML: 2. 0: attrname-format: uri.

Itis strongly recommended to use attribute from the federation’s attribute profile for interoperability purposes.

If an attribute from the attribute profile is used, the Fri endl yName MUST exactly match the name defined in the profile.

Examples


https://wiki.federationer.internetstiftelsen.se/display/IF/Attributes

<Attribut eConsumi ngServi ce i ndex="1">

<Servi ceNanme xnl : | ang="en">Denp Servi ce</ Servi ceName>

<Servi ceDescription xnl:lang="en">Used for testing login functionality</ServiceDescription>

<Request edAttribute Name="urn:oid:1.2.752.29.4.13" Friendl yName="nor EduPer sonNI N' NaneFor mat ="ur n: oasi s:
nanes:tc: SAML: 2. 0: attrnane-format:uri" />
</ Attribut eConsuni ngServi ce>

Action

Add Request edAt t ri but e definitions that match the federation profile. Remember to use xm : | ang for language tagging.

Enforcement Notes

The validator enforces these rules only when metadata is uploaded or updated. Existing metadata is unaffected unless resubmitted.

Need Help?

For validation help, you can:

Use the external metadata validator,

Review the technical profile,

Contact your technical expertise for information how these rules affect your implementation,
Contact us for any clarification: info@skolfederation.se


https://validator.skolfederation.se
https://wiki.federationer.internetstiftelsen.se/display/IF/SAML+2.0+WebSSO+Technology+Profile
mailto:info@skolfederation.se

	Metadata Validation Changes in Skolfederation

