Signing and Validating MATF Metadata

This guide outlines the steps to implement MATF metadata.
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Prerequisites
Prior to starting, ensure you have a working understanding of MATF, JSON Web Signature (JWS), and JSON Schema.
® Familiarize yourself with the MATF draft specification, available at: MATF Draft Specification

® Refer to the JWS specification found at: JWS Specification
® Explore JSON Schema through the official website: JSON Schema

Base64 vs. Base64url Encoding
Before proceeding, it's crucial to understand the difference between Base64 and Base64url encoding. The MATF metadata uses Base64url encoding for
various components, including the JWS header, payload, and signature. The key distinction is that Base64url encoding is URL-safe and does not include

characters that are problematic in URLs, such as '+' and '/' in Base64. Instead, it uses -' and '_' to replace these characters. Be sure to use Base64url
encoding when working with JWS components.

Implementation Steps

Create a Signing Key

To begin, you'll need to create a signing key and certificate that will be used when signing the JWS. Generate a self-signed certificate for this purpose. Self-
signed certificates offer the advantage of flexibility in setting their expiration period, which can be chosen for a more extended duration, often measured in
years.

The self-signed certificate's primary function, when validating the JWS signature, is to provide the public key. It's important to note that other attributes of
the certificate, such as the Common Name (CN) and Subject Alternative Names (SANs), will not be used or validated during the JWS signature verification
process. This underscores why obtaining a certificate from a Certificate Authority (CA) with extensive CN and SAN validations is unnecessary for this
specific use case. A self-signed certificate suffices for providing the required public key, streamlining the process without the need for additional, CA-

validated attributes. Moreover, the flexibility to set a longer expiration time for self-signed certificates reduces the administrative burden of frequent
certificate renewals while ensuring the security of the JWS signature.

Here are the commands to create the signing key and certificate using OpenSSL:

Generate the EC private key:

openssl ecparam -genkey -nanme prinme256vl -noout -out ec-key.pem

Create a self-signed certificate with a long validity period:

openssl req -new -x509 -key ec-key.pem -out cert.pem -outform pem -days 36500 -subj '/CN=Signer'


https://datatracker.ietf.org/doc/draft-halen-fedae/
https://www.rfc-editor.org/rfc/rfc7515.html
https://json-schema.org/

Create the JSON Web Signature (JWS)

Create the JSON Web Signature (JWS) following the specified format and content, using the general JWS JSON Serialization syntax. Make sure to include
the necessary claims, such as iss, exp, iat, version, cache_ttl, and entities, as outlined in the specification.

Understanding the cache_ttl Claim

The cache_ttl claim is a critical component of the JWS. It defines the time-to-live duration in seconds for caching the data within the JWS. This duration
governs how long the metadata can be cached before it needs to be refreshed by fetching updated data.

It is essential to understand the importance of the cache_ttl claim. It ensures that the information contained within the JWS remains fresh and accurate.
Therefore, the metadata should be retrieved and updated within this specified cache TTL period.

Understanding the exp Claim

In addition to the cache_ttl claim, it's vital to understand the significance of the exp claim, short for "Expiration Time". The exp claim specifies the
timestamp after which the data contained within the JWS is no longer considered valid. Beyond this timestamp, the data should not be considered reliable
or usable.

The exp claim is particularly important when it's not possible to fetch updated data within the cache_ttl period. It safeguards against using outdated or
potentially inaccurate information.

The following is a non-normative example of a metadata statement. Line breaks within the issuers' claim are for readability only.



{

"version": "1.0.0",
"cache_ttl": 3600,
"entities": [{
"entity_id": "https://exanple.conf,
"organi zation": "Exanple O g",
"issuers": [{
"x509certificate": "----- BEG N CERTI FI CATE- - - - - \ nM | DDDCCAf
SgAwW BAgl JAI Osf JBSt JChMAOGCSGGSI b3DQEBOWUAMBS X GTAXBgNW nBAM
MEHN] aWbuZXhhbXBsZS5j b20wHhc NMIcwNDA2VDe 1 Mz E3VWhe NMTcWNTA2 VD
c1\ nMz EBW AbMRkWFWYDVQQDDBBz Y2I t LnvV4YWiwbGUuY29t M | Bl j ANBgk
ghki GAwWOB\ nAQEFAACCABAM | BCgKCAQEAYT +3dXTC8YXoi OLDITHOI Tf v
8omQ VWFOr 3+/ PBE\ n6hnpLSNXK/ EZIBD6ZT4Q+t Y8dPhyhz TSRFZCVI r Ds
e/ kYOOF4yof | Ki gx9WsuCr g\ nZFr 1AUt | f GR/ LvRUvDFt uHo1MzFt t i K8W
ws kMYZr wlz LHTI VwBkf MvLgr 2Xzx FK\ nj t 0Cc DnFxNdY5@BkuBoj HO+xt 5s
Zbr J9AVH O 8Jant5qDj k90Dy Gg+G EZFCl P/ B\ nxa4Fsl 04En/ 9G aJnCUl
NpUWocqvVb VUl LOy8DaQWNL4H dkTdnmegEsg2LR/ Xr Jkt\ nhol6di AXr gS25
3xbkdD3T5d61 Hi ZCL6UxkBh4ZHRcof t Swi DAQABo1MMJUTAdBgNW\ nHQ4EFg
QUs1dXuhGhGc2UNb7i kn3t 6¢BuU34wHwWYDVROj BBgwF0oAUs 1d XuhGhGec2U
nNb7i kn3t 6¢BuU34wDwWYDVROTAQH BAUWAWEB/ z ANBgkghki GOWOBAQs FAA
OCAQEA\ nr ROwxPhUa2Xf Q0agACO0CBTFf 8wb TYbOEI P5Ej 834x MWV WWIT'SA
N8/ 3WONNQI 23\ nf OvEe YQW vbD2f j LvYTy M2t SPOW t QoKuvul | r xV7Zz8
AB1NI j bl E3rf ealeC8ny\ nTkDA MKV+W XXgUxi rri de+6ubONRGF 92f gze
DGIVKknm1 a9t j OL/ 3e0x| Xeuj xC7\ nM t 3p99t eH vnZQ7Fi | Bl vGc108FD1
FKnFYd74s7Rxr Aus BEAAMBo3xyB89c FUOd\ nKB2f kH2I kqi gkyCt j r | HPoy
6Ws691S6U Ix9nONEeEqCF zXnh9j Epxi sSO+ BZER\ npCwj 2LMNPQxZBqBF
oxbFPw==\n- - - - - END CERTI FI CATE- - - - - "
L
"servers": [{
"description": "SCIM Server 1",
"base_uri": "https://scimexanple.com",
"pins": [{
"al g": "sha256",
"digest": "+hcnC JEt Lg4BRPhr | Lyhgn98Lhy6DaWipnms BAgOLCQ="
H
"tags": [
"scinf
]
L
"clients": [{
"description": "SCIMdient 1",
"pins": [{
"al g": "sha256",
"digest": "+hcnC JEt Lq4BRPhr | Lyhgn98Lhy6DaWipns BAgOLCQ="
}H
}H
}
}

Sign the Metadata with JWS

Sign the JWS using the recommended algorithm, ECDSA with P-256 and SHA-256 ("ES256"). Ensure that you include the required headers in the JWS,
such as alg and iss, as specified in the specification.

Example JSON Web Signature (JWS):

Below is an example JSON Web Signature (JWS) structure. This JWS serves as a practical reference for understanding how to format and structure the
metadata while incorporating the necessary claims and encoding.

The JWS consists of the following components:

® Payload: This section contains the metadata represented as a JSON object. It includes essential claims such as entity IDs, organization details,
version information, and timestamps.

® Signatures: A list of JWS signatures, each consisting of a signature value and protected headers. These signatures are applied to the metadata
to ensure its integrity and authenticity during transmission.

® Protected Headers: These headers are safeguarded and encompass details regarding the signing algorithm as well as other claims.

Here's an example.



JWS

{
"payl oad":
"eyJj YWNoZVv90dGni O AzNj AwWLCAI ZWs0aXRpZXM O BbeyJj b25zdd 0dW/udHM G BbeyJvcndhbm 6YXRpb25f aWQ O Ai UOUxMTI y Mz MONDU
11§ wgl mdyZ2FuaXphd@ vbl QuYWLI | j ogl kV4YWLwbGUgT3Jnl EQuZSJ9LCB7I nByZ2FuaXphdd vbl 9pZCl 61 CITRTY2Nzc40Dk5MDAI LCA b3J
nYWspenFO0aV@uX25hbWJi G Ai RXhhbXBsZSBPcntgVHdvI n1dLCAI ZWs0aXR5X21 ki j ogl mh0dHBzO 8vaVWRWVB5] eGFt cGxI Lmi\vbSJ9XSwgl nv
4cCl 61 DI WTALINTMMVTUs| CIpYXQ O AxNf k1MIkz MDELLCAI aXNzl j ogl mh0dHBz O 8vbXkt ZG9t YW uLnvV4YWiwbGUuY29t | i wgl nZI cnNpb24
i O A M4wLj A fQ',
"signatures": [{
"signature": "vz8VPLO0JGGt W663kNEgCcZJeJlbuEbLaQ FEsSb128I -
hUb3Ei RVXb691L4r k6URWRLzelcR6nyB9H eC kow',
"protected":
"eyJhbGei O JFUzI INi | sl ng1dCNTM U2I j oi Zj dkMkV1eHWKVUdoMHAOL TdMZ2E1c05XTrrh4M Ve ERyM dQODdi b3ZKVSJ9"
}H
}

Content-Type: application/jose+json

When transmitting or storing JWS objects, use the media type "application/jose+json" in your HTTP headers or content-type declarations to indicate that
the content follows the JSON Web Signature (JWS) and JSON Object Signing and Encryption (JOSE) standards.

Publish the Metadata

Share the JWS at a URL accessible to entities within the federation.

Validate and Interpret Metadata

Entities within the federation can retrieve and validate the metadata by accessing the URL specified by the federation. After receiving the JWS-signed
metadata, it's crucial to perform validation and interpretation to ensure the integrity and authenticity of the data.

Verify the Digital Signature
1. Validate the Digital Signature: Execute the signature validation process, which involves fetching the JWS signature and confirming its validity
using the federation's public key. Ensure alignment with the algorithm specified in the header alg (Algorithm) claim.
2. Check the exp Claim: Verify the exp (Expiration Time) claim in the JWS payload. Ensure that the current timestamp is before the specified
expiration time. If the data is past its expiration time, it should not be considered valid.
3. Check the Issuer (iss) Claim: Verify that the iss (Issuer) claim in the JWS payload matches the expected issuer URI. This ensures that the

metadata is coming from a trusted source.
4. Validate the iat Claim: Ensure that the iat (Issued At) claim is a valid NumericDate representing the time when the data was issued.

Validate Against JSON Schema

To ensure the metadata's structure and data types conform to the specification, you should validate it against the provided JSON Schema. The JSON
Schema defines the expected format and structure of the metadata.

® Retrieve the JSON Schema: https://www.fedtls.se/schema
® Validate the received metadata against the JSON Schema to ensure it adheres to the defined structure and data constraints.

Interpret the Metadata
Once the metadata is validated:
® Extract and use the information as needed.
® Pay special attention to the cache_ttl and exp claims. The cache_ttl specifies the cache duration, while exp defines the expiration time of the data.

Refresh the metadata before the cache_ttl expires or if exp is reached to maintain data accuracy.

By following these validation steps and interpreting the metadata correctly, you can trust the information provided within the JWS-signed metadata,
enhancing the security and reliability of the federation.

Example Code for JWS Creation and Validation (TBD)

To facilitate the creation and validation of MATF metadata, you can leverage the example code available on GitHub. This code provides a practical
reference for implementing the JWS generation and validation process.

Example Code Repository: (insert repo)

The provided example code offers a step-by-step guide, including the following functionalities:


https://www.fedtls.se/schema

® Creating JWS: The code demonstrates how to construct a JWS according to the specification's requirements, including the necessary claims.

® Signing JWS: It shows how to sign the JWS using the recommended algorithm (ECDSA with P-256 and SHA-256, "ES256") and include the
required headers.

® Serializing JWS: The code illustrates how to serialize the JWS using the general JWS JSON Serialization syntax, ensuring Base64url encoding
for various components.

® Validating JWS: It demonstrates how to validate the JWS signature, ensuring the integrity and authenticity of the metadata.

® Validate Payload: the code utilizes the MATF JSON schema to validate the data transmitted in the payload.

By utilizing this example code as a reference, you can streamline the implementation of MATF metadata. It provides practical guidance on handling JWS
creation and validation, helping you ensure compliance with the specification's encoding and security requirements.

Tools

Convert PEM Certificate to JSON String Using Sed

sed ':a;N; $!ba;s/\n/\\n/g <certificate.penr

Create a pin with OpenSSL

openssl x509 -in <certificate.pent -pubkey -noout | \
openssl pkey -pubin -outformder | \

openssl dgst -sha256 -binary | \

openssl enc -base64
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