Swefed OIDF Sandbox Federation

Disclaimer

This document provides an overview of the Swefed OIDF Sandbox environment. It focuses on metadata handling, trust chain validation, and Trust Mark
usage in the context of OpenlD Federation 1.0. For complete details, consult the OpenID Federation 1.0 specification - draft 43.

Introduction

The Swefed OIDF Sandbox is an isolated environment for testing OpenID Federation. It allows Relying Parties, OpenID Providers, and supporting entities
to validate interoperability, metadata exchange, and trust chain resolution under a Trust Anchor.
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Federation Architecture and Core Entities

The federation has a hierarchical structure with the Trust Anchor as the root of trust. Subordinate entities include Resolvers, Intermediates, Trust Mark
Issuers, OpenlID Providers, and Relying Parties.
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Entities and Their Roles

Trust Anchor: Root of trust. Defines policies and signs metadata.


https://openid.net/specs/openid-federation-1_0.html

Resolver: Builds and returns validated trust chains by following authority hints and subordinate statements, allowing entities to establish trust with a Trust
Anchor.

Trust Mark Issuer: Issues signed Trust Marks certifying compliance with federation requirements.
Intermediate: Manages subordinate entities and aggregates metadata.
OpenlD Provider: Authenticates users and issues tokens under federation policies.

Relying Party: Consumes identity information from OpenID Providers through validated trust chains.

Trust Workflow

Each entity publishes an Entity Configuration at/ . wel | - known/ openi d- f eder at i on. This is a signed JWT containing the entity identifier, role-specific
metadata, authority hints, and a JWKS by value. Trust Marks may be included.

Validation is done by building a trust chain from the entity to the Trust Anchor. The chain is verified using the Trust Anchor's keys. Trust Marks add
assurance of policy compliance.

Trust is established dynamically through metadata exchange and chain resolution, enabling scalable onboarding without static configuration.

Trust Mark Issuance
A Trust Mark Issuer evaluates an entity against defined requirements. If compliant, it issues a signed JWT Trust Mark including the required claims iss

(issuer), sub (subject), id (trust mark identifier), iat (issued at), and exp (expiration).

Examples

RP to OP Interaction

. The Relying Party fetches the OpenlD Provider's Entity Configuration.

. The Relying Party resolves and validates the trust chain using the Resolver to the Trust Anchor.
If trust is valid, the Relying Party registers with the OpenID Provider.

. Authentication and token flows proceed under validated trust.

Fetching Entity Configuration

The following command extracts and displays the payload of an Entity Configuration. It is useful for inspection, but it does not validate the JWT signature.
Signature validation must always be performed with trusted keys.

curl -s https://trust-anchor. oi df.swef ed. se/.wel | - known/ openi d-f ederation \

| cut -d*." -f2\

| tr " -0 "I+

| base64 -d 2>/dev/null \
l ja.

Explanation of each step

base64 - d: decodes the payload.
j g .:pretty-prints the JSON.

® curl -s:fetchesthe JWT, - s silences progress.

® cut -d '.' -f2:extracts the payload from the JIWT (middle part).

® tr '_-' '/+' :translates Base64URL alphabet into standard Base64.
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Nodes

The following base nodes are operated by the federation operator and form the core of the Swefed OIDF Sandbox. These nodes provide the trust anchor,
resolution services, and supporting infrastructure.

Additional nodes such as OpenlID Providers (OPs), Relying Parties (RPs), and further intermediates are contributed and managed by Sandbox participants.
Trust Anchor

® URL:https://trust-anchor. oi df.swefed. se

® Role: Root of trust. Publishes federation policies and signing keys.

® Provides federation endpoints: f et ch, | i st, resol ve.

Resolver



® URL:https://trust-anchor. oi df . swef ed. se (co-located with TA)
® Role: The Resolver builds trust chains using aut hori t y_hi nt s and validates signatures up to the TA.
® Endpoint: / r esol ve.

Trust Mark Issuer

URL: https://trust-mark-issuer.oi df.swef ed. se

Role: Issues and manages Trust Marks.

Provides endpoints: t rust _mark, trust _mark_|ist,trust_mark_status.
Declares the Trust Anchor in aut hori ty_hints.

L[]
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Intermediate
URL: https://intermedi ate. oi df. swef ed. se
Role: Aggregates and distributes metadata.

Provides federation endpoints: f et ch, | i st, resol ve.
Declares the Trust Anchor in aut hority_hints.

L]
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Usage Notes
All nodes expose their Entity Configuration at/ . wel | - known/ openi d- f eder at i on.
Trust chains must always be validated against the Trust Anchor.

JWT signatures must be verified with the published keys from trusted entities.
Trust Marks must be validated with the Trust Mark Issuer’s keys, provided the issuer’s trust chain resolves to the Trust Anchor.

Entity Integration

This section explains how to connect an entity to the Swefed Sandbox Trust Infrastructure. It covers metadata exposure, configuration of trust anchors,
authority hints, and trust marks.

Prerequisites

® Network access from your entity to the Sandbox Trust Anchor
® Externally accessible HTTPS endpoint for your entity

Key Configuration Points

entity Configuration Information

The entity must expose an Entity Configuration at:

/. wel | -known/ openi d- f ederati on

The configuration endpoint publishes the entity Configuration document, which provides the entity’s configuration details for participants in the Trust
Infrastructure.

® Define the Endpoint: The endpoint is defined under the following path: /.well-known/openid-federation
®* Implementation: Ensure this endpoint serves the entity’s entity Configuration.

Shortened example of an entity Configuration:



"sub": "https://nmy-entity.exanple.cont,
"authority_hints": [
"https://ny-internediate. exanpl e. org"
1
"metadata": {
"federation_entity": {
"organi zation_nanme": "Exanple O g",
"contacts": ["support @xanple.cont]

H
"oaut h_aut hori zati on_server": {
"token_endpoint": "https://ny-entity.exanple.con token",
"aut hori zati on_endpoint": "https://mnmy-entity.exanple.conl aut hori ze",
"jwks_uri": "https://nmy-entity.exanple.con jwks/oauth"
}
},
"jwks":
"keys": [
{
"kty": "RSA",
"use": "sig",
"kid": "exanpl e-key-id",
"e": "AQAB",
"n": "exanpl e- nodul us"
}
]
}

Trust Anchors
The Trust Anchor is the root of the federation’s trust chain. It defines policies and anchors all subordinate chains.
For configuration, you must add both the Trust Anchor’s entity identifier and its public keys:

® Entity ID (URL): https://trust-anchor.oidf.swefed.se
® Public Keys (JWKS):

{
"keys": [
{
"kty": "RSA",
"use": "sig",
"kid": "J10Szl oDD4gaEzm.UgKG - eu5j k TpEHWLIKKk 70Gdyi Q'
"n": "j SDBuU2-S3Z2- HN2ToJv3zQAe0l i zg2VNg4Y68Xy1513nAv1f a9p1Sws YRy hWUx CUnWINCNGS59g11-

Npgco8A7XUGzr oYgOTD_1PvOxBhOFpVQDWz Ls7vimyaH2G HDr UGBHVUIr dpj Ms T5YD3xwW39hQLDVI Z9qZe S4U0j UnGRAqoF5f 4KuFxSh6
OykDRVMEP2j Sf 6 vLwWS0Kg5b16LgLcAB-

LVLCA3QRXDRj 1zAUMuuBa4n_dwyR@aF2FsNsLnwW.VGTr cSuwdnagl _T80oLLE_X5H WQyOn0dnS_zbVZnkzxxso9usuND4f -
7BDTZqg5kWRa- HUBqj pEOCcEp-i x- Q'

e": "AQAB
}
{
"kty": "EC',
"use": "sig",
"kid": "pj4FG prDKHyUr | i yQo55zFOG3j wu_i vRPWAI B9YgKce",
“crv": "P-256",
"x": " XCOBmkPvPMZkf kf XwpXWOpF8Zm - xwe_| f z6NVWz4dx A",
"y": "t XrhzZ592sNhS1h3J79_d9kB- nphM_.SUkegJ99ak1s- 4"
}

Authority Hints

The authority_hints parameter specifies the URL of the Intermediate Entities or Trust Anchors that are Immediate Superiors of the entity. This helps other
Trust Infrastructure participants understand upstream trust relationships.



® Add to Configuration: Add authority _hints in your entity’s configuration

Registering the Entity as a Subordinate Entity

In the Sandbox Trust Infrastructure, every entity must be registered as a Subordinate Entity under a Superior Entity (such as a Trust Anchor or an
Intermediate). Registration ensures that the entity is formally included in the federation trust hierarchy.

Preparing the Registration Document
To register, you must prepare a JSON document that includes your entity identifier, declared entity types, and public keys.

Start with this template:

{
"<entity-identifier>": {
"entity_types": [
"federation_entity",
"<addi tional -entity-types>"
1.
"jwks": {
"keys": [
{
"<Key 1>"
I
{
"<Key 2>"
}
]
}
}
}

Instructions

® Replace <entity-identifier> withthe entity_id of your entity (typically its HTTPS URL).
® Every entity must include f eder ati on_ent ity as one of its types.
® Add the entity types that apply to your role in the Sandbox:

© openi d_relying_party for RPs.
© openi d_provi der for OPs.
© oaut h_aut hori zati on_server for entities acting as OAuth 2.0 AS.
® Place your public keys in the " j wks" section. Only public key parameters are included. Private key material must never be published.

Example

{
"https://entity.exanple.conm': {

"entity_types": [
"federation_entity",
"openi d_provider",
"oaut h_aut hori zati on_server"

1.

"jwks": {
"keys": [
{
"kty": "EC',
"use": "sig",

"kid": "cFFvS3F3ZEZkZXFDS3Vt anR2W | 2UEFBN@neTFMi 1JOFI Ndkx HODIWDA" |
“crv": "P-256",

"x": "QFPm UbY- | TLavyqz T- GqVKHCE28ng5QTWbC3kMVI 8" ,

y": "VRK1LZj F3DSRqEf | UnCf 50bg86yWv2l ekae7A5u35E",

"d": "WhkLTh8I KEYOU281a7ZnmGYbFAzV5kq0S] acTl uf KBYM'



This registration document should be submitted to the Sandbox operator to complete onboarding of the entity.

Trust Marks

Trust Marks are JWTs issued by a Trust Mark Issuer to validate compliance with Trust Infrastructure policies.

Types of Trust Marks
The following Trust Marks are available for issuance:

® Sambi:
© ID: https://trust-mark.oidf.swefed.se/sambi

Retrieving Trust Marks
Trust Marks will be supplied on request.

1. Inputs to Trust Mark Issuer operator:
® i d: The identifier for the Trust Mark.
® sub: The entity's entity Identifier.
2. Steps:
® Supply the i d and sub to the Trust Mark Issuer.
® Retrieve the issued Trust Mark as a signed JWT.
3. Include in Metadata: Add issued Trust Marks to your entity’s configuration:

Testing Trust Marks

. Decode JWT: Use tools like j wt . i 0 to inspect the Trust Mark's claims and ensure all required fields are present.

. Verify Signature: Validate the JWT signature against the Trust Mark Issuer's public key.

. Check Expiration: Ensure the exp claim (if present) has not expired.

. Validate References: Follow the r ef URL (if provided) to confirm compliance with human-readable policy documents.

A OWN P

Steps to Connect the Entity

1. Configure the entity:
® Update the entity’s configuration to include aut hority_hi nts, trust _marks, andtrust_anchors.
2. Register with the Trust Infrastructure:
® Shareyourentity_registration.json with the Trust Anchor or superior entity for registration.
3. Validate Configuration:
® Test the entity using testing tools or with other entities sandbox environment.
4. Monitor the Connection:
® Regularly verify the status and ensure Trust Marks are up-to-date.

Testing the Trust Relationships

1. Validate trust marks
Use tools like jwt.io to decode and verify trust marks using the Trust Mark Issuer’s public keys.
2. Retrieve metadata
Ensure the .well-known/openid-federation endpoint correctly serves the entity’s entity configuration:

curl https://your-entity.exanple.coni.well-known/ openid-federation

3. Check authority hints
Verify that aut hor i t y_hi nt s points to the correct Superior
4. Validate public keys
Confirm that the Trust Anchor’s public keys match those provided in your local configuration.


https://jwt.io
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