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The Fedkom production environment is accessible only to members of Fedkom and opted-in members from Sambi and Skolfederation. All member
metadata published in the Fedkom aggregated metadata feed is by confirmed member organizations, that must comply with the trust framework and
technical requirements.

Access to Fedkom production environment

All members of Fedkom gain automatic access to the production environment.

Uploading metadata to Fedkom

Metadata opt-in from Skolfederation or Sambi

If your member organization is a Swedish municipality and a member of either Skolfederation or Sambi, you have the option to include existing or new
entities in Fedkom. This is done by:

1. Applying the opt-in Entity Attribute as defined in the Fedkom policy
2. Uploading the entity metadata to Skolfederation or Sambi via Federationsadmin

Example:

<md: Enti tyDescri pt or
xm ns: nd="ur n: oasi s: nanmes: t c: SAML: 2. 0: et adat a"
xm ns: sam ="urn: oasi s: names: tc: SAM.: 2. 0: assertion”
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: ndui ="ur n: oasi s: names: t c: SAML: et adat a: ui "
xm ns: ndattr="urn: oasi s: names: tc: SAML: net adat a: attri bute"
entityl D="https://openfed. swef ed. se/ pl acehol der/internetstiftel sen/sp-prod">
<md: Ext ensi ons>
<nmdattr: EntityAttributes>
<saml : Attribute Nane="https://id.openfed.se/entityattributes/opt-in" NameFormat="urn: oasis:
nanmes: tc: SAML: 2. 0: attrnane-format:uri">
<sanml : AttributeVal ue>https://id.openfed.se/entityattributes/opt-in/yes</san:
AttributeVal ue>
</sam : Attribute>
</ndattr:EntityAttributes>
</ md: Ext ensi ons>

</ md: Enti tyDescri ptor>

Once the opt-in Entity Attribute is correctly applied and the metadata has been published, the entity will be included in Fedkom in accordance with the
federation policy.

@ Metadata Publication Delay

After publishing your entity with the opt-in Entity Attribute, it may take up to approximately one hour before the entity is published in the Fedkom
feeds.

This delay is due to differences in metadata aggregation and publishing cycles between the federations and Fedkom.

Sending metadata manually to federation operator

If your member organization is not a member of Skolfederation or Sambi, you can upload metadata by sending the metadata to the federation operator for
validation and verification. If there are errors, the federation operator will request corrections. If everything is ready for upload, the federation operator will
contact the Technical Contact to validate metadata checksum (SHA1) before publication to federation.


https://wiki.federationer.internetstiftelsen.se/pages/viewpage.action?pageId=143524199

Technical information

Metadata

Fedkom produces three metadata feeds available for consumption:

Metadata feed URL
All entities (IdP and SP) https://md.openfed.se/prod/md/metadata_setl_01.xml
All SP's only https://md.openfed.se/prod/md/metadata_setl_sp_01.xml
All IdP's only https://md.openfed.se/prod/md/metadata_setl_idp_01.xml

Public key for verifying signature of all Fedkom metadata feeds is found below.

Certificate file: openfed-saml-signer-prod-1_0.crt

openfed-saml-signer-prod-1_0.crt

————— BEA N CERTI FI CATE- - - - -

M | F3zCCA8egAw BAgl UFWJREQ! HKODw AEUWVaXWDZ6c Nr OWDQYJKoZI hvc NAQEL
BQAW j EhiVBBGALTUEAWWYD3BI bzl ZC1z YWLsLXNpZ25I ci 1wenBk Msgwd g YDVQRK
DB9UaGUgU3dl Zd zaCBJbnR cnbl dCBGh3VuZGF0aWuMRs wGQYDVQQLDBIGZWRI
cnFOZWQyU2Vydm j ZXMk Ej AQBgNVBAC MCVNOb2Nr a@sbTAgFwWOy N Ay MTgx MDAO
M haGA8y MTI 2VDEy NTEWVDQy OFowf j EhVB8GALUEAWWYb3BI bnZl ZC1z YWLs LXNp
Z25| ci 1wenmBk MSgwd g YDVQQKDB9UaGUgU3d! Zd zaCBJIbnR cnbl dCBGh3VuZGF0
aVWuMRs wGQYDVQQLDBIGZWR cnF0ZWQgU2Vydmi j ZXIWKEj AQBgNVBAC MCVNOb2Nr
a@sbTCCAI | wDQYJKoZI hve NAQEBBQADggl PADCCAgoCggl BAKes RxDCvDsdDYvj
f 2y0Yi uk5ay/ phWIr3DY3DTs| QDpnpWewl uRaSGhkVnbQ+/ DVj DquQAl / | Wl Hi UBt
mOpP1aAl t 3f OMBFz3z2HnPquz/ SmKRF1Mov8j Ppl 69ZK/ Dnt ZKI kOw42mCdH/ / oq
gj qcR2r Dz4nj 35knCVUaKpy Av U6l nfx| gEECODI KSG ¢ RMCIKKNNNG woA1pJKCf C
4ZJ+WKD5/ 9bt UmrPMbOk70GRbva5/ KDP7JBxi 7t 41Xr MUXhf nBSnnr BOul agwwbM
0F28XI eu37/ 4Zuv8hYJzOG OVESdmVR2QIOTwaoM r K3z84Bc4TEB+Tq5+) 2dsVx8
gu40q8y7LDKEnQoOgX1/ gf obAC14QbydvV33CLRPve+Zr O60ZkA5wW JG7qkUHZ ET
NOBFYbaJCy Y4vVWW AGIOc pG2gBGVnEy Oak URzccv 1+z9bwuj 9S3nj sPEp4FVOsq
7i kw/ | +f GydCKdx Xz Xs| Ol u9Gsl 4DYr SXhyqzy H+-M60Q Rj zcHLKRhLOWDYr i GYa
Lft cKMb@ 3cxx4xAWBb1TSTy2j F6zuVO5L+s FMBFOF Q6r RpXc UMeWhEWS8ZJgpW
| dKCRm+YWAAM/ i 3vZwpk CQZSI 0sEz7BoChqlYj FVOBf Jx0w928dxuagOx4l MDAQ
MBVW)Xd6se8uNBCITGZmVr YAt ebz AgMBAAG Uz BRVBOGA1UdDgQABBTbMoFZzWZ6S
ulzj kcY/ YaJbEEOb6TAf BgNVHSMEGDAWIBTbMFzWZ6Su1Zj kcY/ YaJbEEOb6TAP
BgNVHRVBAF 8 EBTADAQH MAOGCSqGSI b3DQEBOMIAA4I CAQBesnl FX0i mBTSTXBgp
guoNgW/d7Zu/ 55MHPVf Lcj K37C8Epnpl j 3q6Rmv GNY+11j yPBTUnuj zeOpl MKf 2
yJDgOwDMyZdOVEZYCVeZG +4p+DPW 6i UBS6xnXg6voU4HXx DVCWEY nE/ j x0QS40Y0
2E1i xh5/ mBl 84T21G AncxkuUnoCdFl 9Uqv7JVOAr MB6l zwj SDFqOt YDEVOgegGr
MXXt oP+1 kVGCVx/ Budt NVWngMCk6Ni ULWB3hSwJsCnaZCMh1kOY7K62C61T7T5F
at nUXGAvhppl Xi BSRnaMANhs DRywpRhARJt 8gpHge7ETr ner 1knh04ewxdMCf vy 4
ukgXr Xr oXgl OYl dZ8Wh6Pv4W y3zKNnYgoOAMNXI DK8Xt 4AXdj oMPLBr evj f j PRS
j zFi VmH+kXMhPVelX4uEdR9aGgj XI 89VIxsRj qC AOygWyUUWJi 4971 t ZP1Ff | OgP
r PxduE1MKI TG Mrd7dYVPz GAzKTSK/ YP6AeuVkhB2YJIl Sx7msF7xowkt HOm+7Bpk
xDBqvt 2cW X0B8VQXY j P9pf 4i qlvCKbPS976bZmuJ@MB7yk8dW6QQwsgVoaE7r
gMMbMXQo G O6 TQESUaZ+JLN3s71f | W r uDuey72FnvsKCr | wygl evS3p3VIDNKEmM
VWRHX3Fj NwXhLYnC000y Tds2YQ==

----- END CERTI FI CATE- - - - -

SHA- 256 fingerprint:
EE: A2: A9: C3: 05: 06: 72: BD: B5: 4E: 81: 1E: 97: 7A: 11: B4: A6: DC: 08: 7B: C5: 15: D5: B8: 6F: OD: OC: 88: 37: F1: BA: B6

@ Verify metadata with certificate

We recommend verifying the fingerprint of the signing certificate with the federation operator before adding the certificate to your IdP/SP trust.
After trusting the certificate, always verify federation metadata signature with signing certificate to guarantee metadata integrity.


https://md.openfed.se/prod/md/metadata_set1_01.xml
https://md.openfed.se/prod/md/metadata_set1_sp_01.xml
https://md.openfed.se/prod/md/metadata_set1_idp_01.xml
https://wiki.federationer.internetstiftelsen.se/download/attachments/143524202/openfed-saml-signer-prod-1_0.crt?version=1&modificationDate=1771595876225&api=v2

Discovery Service (DS)
A centralized SAML 2.0 Discovery Service for Fedkom is found below.

https://md.openfed.se/prod/ds/
The DS is populated with all IdP's from the Fedkom metadata. The names shown in the DS are based on the OrganizationDisplayName attribute from the

IdP metadata.

@ Use other ways of discovery

Note that the federation operator does not recommend the usage of the centralized DS for discovery of IdP's in production environments, due to
limitations in user experience. If required, service providers are recommended to implement a method of discovery better suited to their service.

Generic errorURL handler

A generic errorURL handler is provided in the federation. More information: Generic errorURL handler.


https://md.openfed.se/prod/ds/
https://wiki.federationer.internetstiftelsen.se/display/IF/Generic+errorURL+handler
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