Migration to new eduroam servers

Internetstiftelsen is moving the eduroam service to a new operating environment. Our new proxy servers, r5 and r6, will replace r3 and r4. This page
describes the changes existing customers need to make to their RADIUS servers and firewalls.

We will use the connection details and configuration we already have for your organisation. Update your environment for our new servers as described
below.

@ Complete the changes by November 30, 2026. The old environment will be shut down after this date.

What you need to do
1. Configure connections to both r5 and r6 using the instructions for your connection type. Keep the existing connections, firewall rules, and

certificates for r3 and r4 until we confirm that the migration is complete and they can be removed.
2. Confirm to us when the changes are complete.

If an external provider manages your eduroam connection, forward this information to the team responsible for your RADIUS servers and firewalls.

New servers

Server IPv4 IPv6
r5.eduroam.skolfederation.se | 46.21.103.141 | 2a02:750:20:e::e

r6.eduroam.skolfederation.se | 37.152.61.154 | 2a02:750:21:6::6

Configure connections to both servers. Use the same ports and traffic directions as for your existing connections to r3 and r4. We will configure our
new environment accordingly.

RADIUS over UDP

Firewall

Use your existing firewall rules for r3 and r4 as a starting point and adapt them for r5 and r6 using the new server addresses. Keep the same protocols,
ports and traffic directions.

RADIUS configuration

Use your existing RADIUS configuration for r3 and r4 as a starting point and adapt it for r5 and r6 using the new server addresses. Keep the same ports
for incoming and outgoing traffic.

Use your existing shared secret for the corresponding connection to r5 and r6. We will reuse the configuration we already have for your connection.

RadSec

Connections and firewall
Use your existing RadSec configuration for r3 and r4 as a starting point and adapt it for r5 and r6 using the new server addresses. Keep the same ports.

Also adapt your existing firewall rules for the new server addresses. Keep the same protocols, ports and traffic directions.

Certificate

Add the new certificate we provide for r5 and r6 to your RadSec configuration.


http://r5.eduroam.skolfederation.se
http://r6.eduroam.skolfederation.se

————— BEG N CERTI FI CATE- - - - -

M | GaTCCBFGgAW BAgl UA+nT 71 f dLMBMUBUDZJ SGgAl b7+kwDQYJKoZI hvc NAQEL
BQAWI z EL MAk GA1 UEBh MCUO Ux Ez ARBgNVBAOMCK ZI ZHNI cnZpY2Ux KDAMBgNVBAS M
H2VkdXJvYWDgR2xI c3l zI HByb2R1Y3Rpb24gcj Ut cj YXKTANBgNVBAWMM HIhZG 1
cy5l ZHVYyb2Ft LnNr b2xnZWR cnF0aV@uLnN MB4XDTI 2 VDUy CDEwWVE Ez MLoXDT M2
MDUy NT EwiVz Ez MLowd z EL MAk GA1 UEBh MCUO Ux Ez ARBgNVBAOMCK ZI ZHNI cnZpY2Ux
KDABgNVBAs MVH2VKk dXJvYWDgR2x1 ¢ 3l zI HByb2R1Y3Rpb24gcj Ut cj YXKTANBgNV
BAMM HIhZd 1cy5l ZHVyb2Ft LnNr b2xmZWRl cnF0aVWbuLnNl M | Cl j ANBgkghki G
9WOBAQEFAACCAg8AM | CCgKCAgEAWNnpor vDN379ek W CChUGphf YgGi ++GpDghf R
nt NPUCeKaQ64X1Tv8n1UJ9V8S6j ZgSw 98G31zDP6NLI Sr EyJcBaSv/ 0i shOOAKA
Sks9Chf CxppKi DEI gl qDgdUz PcB4r HSW66LuW +hr Sj r Bgug5mt+KYdG3Bqr eBzxU
62z4LxcQqO0NCDON2KpeOL1Zr VXXeV3nD/ | f yGnSOber zYV1d8TOVAPdPnCxddg
Xj peVS9l vPOMBI 6nKGBspBDJy51cl KwlgRE/ g2f BU WLAH7/ Ht YSAPTqV6QD4y/ n
FCoc SG50CbzZnZUL 60y UDXFRUYp Duk KL8HSOES g+z 6hhG3uB3KwOg z wx x aDOf WKXF
b3WigRdhJj 3KTh5FRZanTLyi HvmBgXCDVf sdTgwovEqOL44y0y Tc KCPZGhFpKI FG
v/ YdTusvFKvdUNUc4PBGSj] SO4SLEq8hI 9xUBOSb2QHZ4 SBqEz JAXQGIHVakp/ 3zs
k7WrpPj GbJ7LWAI 5gphTXYl wHHUf pxdl oMag1W 3gR/ FwBj / 04+ARA1Bt ksNo64F
DPvt cv5e+ej dnedkkr V44cPUeq9kehy MUSARXTr YgCeNvy ZwML73i ul TdknGPzt B
Myf Lvd v6gORXwey o YXoHARI vn+hwz5i e7kx/ V@82uHkpLMNcpLedEZKkr SLRxI yi

4908z BECAWEAAa OB7 DCB6 TAdBgNVHQ EFgQUQBr ¢ SB61+voyul 34+g4m+Sr KPXgw
HWYDVROj BBgwFoAUQBr ¢ SB61+voyul 34+g4m+Sr KPXgwDwYDVROTAQH BAUWAWEB
/ zBnBgNVHREEYDBegi By YWRpdXMuZWR1cmdhbS5za29sZmvkZXJhdd vbi 5z2Y1 ¢
cj UWUZWR1cmBhbS5za29sZnvkZXJhdd vbi 5zZYI ccj YuZWR1lcnBhbS5za29sZnvk
ZXJhdd vbi 5z2ZTAOCBgNVHQBBAf 8 EBAMCBaAWHQYDVROI BBYWFAY! KwYBBQUHAWEG
CCs GAQUFBWVCMAOGCSqGSI h3DQEBOWMUAAAT CAQAKCI p2VbSr G7T2EdWBQGr MACei S
8Ky596wat D4bt EqLi 51xW/qyMd sJZv+L4bubgBht mhUBDQY5t 4Zhe6ehnBb QANLK
4cl g3V7hr WPE2EY+PuQOBWVWKK QX r | KKCCCxkN4Avt 1AJSi spXLelQsRTBgx/ r F2X/

uX500kaj JWNAXBY | t 1k NAWSGHY5/ bEu7cw06VBwWnYzql Kv3l TOg17t / L3x Dhk Wiy
Vuf MAogkseCyl Jb+UNANTB/ RPS70ht 1kmAMU74BxFORy XvBAl f zcD30Or t vSSOA]

f B+cIny & s4XLj 8N6exMLIQNYNnZA sqgaj / 0509Q@Bd1oxs CoMSBFsWof u/ eERSE
bxj ri r HFh2oNbCEf L82bJAUN MPT1GV2NTdNt 2+zcnepzE59GLA8Bct sWnbshsr

Udt Bas/ me03q0wdzgl u7sby05cFPvI QAGXS5dTToHXpEMBGXLZKIf | E+yN+g3L4C
DObb4AdG2DKnj zTj d41uew2FsapaNQHCR2t Hw Ty NmL.Cg TRy VoXO+JWGTM ZFj 5y
QX86vKZVnbozr sKac7i QD yPXB6/ | HcvA2xhp9Qbv2ndSSDQD2f r Si JAI n1J2Y/ Y
9u10XdzZvA5KLnAkTsDj 78RnBr 2Ve5d+5K54R3RZs Ok MGy | d5+BKhmvQsUh 73N
1INOgysEoQX | Df +Spag==

----- END CERTI FI CATE- - - - -

Confirmation

Confirm to us when you have completed the changes so that we can follow up on the migration and check that everything is working.

Contact

If anything is unclear or you need help with the changes, please contact us at info@skolfederation.se

Technical background

Skolfederation’s eduroam connection guide describes the organisations’ roles and how authentication requests are forwarded through Skolfederation and
SUNET.

RFC 6614 describes RadSec transport over TLS and authentication between servers.


mailto:info@skolfederation.se
https://skolfederation.se/eduroam/vagledning-for-anslutning/
https://www.rfc-editor.org/rfc/rfc6614.html#section-2
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