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Introduction

Key rollover, or certificate rollover, is used when needed to change security certificates and keys in services. This guide presents an alternative for
changing keys for a client or server in a FedTLS federation.

FedTLS supports declaring and using multiple keys, which can be used for a smooth rollover of keys to eliminate downtime for clients and servers in the
federation.

Overview

Here is a brief overview of the steps taken to achieve the key rollover:

® A FedTLS entity in Moa declares a public key pin (PKP) corresponding to a certificate that needs to be changed. The entity declares the
corresponding issuer certificate(s) for the entity PKP to support reverse proxy applications validating the chain of trust when required. For
changing keys there are two scenarios:
© The member enrolls a new certificate with a corresponding new PKP based on the entity's existing published issuer(s) in the metadata.
The new PKP is published in the federation metadata alongside the old PKP to achieve a smooth rollover.
© The member creates a new self-signed certificate with a corresponding new PKP. The new PKP for the self-signed certificate is
published in the federation metadata alongside the old PKP to achieve a smooth rollover. The self-signed certificate also has to be
added as an issuer certificate in the entity metadata to maintain the chain of trust.
® After new values are added and uploaded to the certificate the relying federation entities will automatically add the new certificate information to
their respective trust stores. When this is done, key rollover can be done in the federation service, and if successful the old key values can be
removed from the entity metadata.

@ Web certificates with a chain of trust rooting from a public web certificate authority is not required, nor recommended, as the chain of trust is
established by the federation metadata and trust framework.

Key rollover in FedTLS

Current metadata with old PKP

Below is an example metadata for a client. It has its public key pin declared in the "pins" array, and the entity's issuer certificate is declared in the "issuers"
array.
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MD with old PKP

{
"version": "1.0.0",
"entities": [
{
"entity_id": "https://exanple.cont,
"organi zati on": "Exanple O ganization",
"organi zation_id": "SE999999999901",
"issuers": [
{
"x509certificate": "----- BEG N CERTI FI CATE- - - - -

\ nM | FDzCCAvegAW BAgl JACT8hEFz AhWMAOGCSqGSI b3 DQEBOWUAMBOX Gz AZBgNW\ nBAMVEK| udGvybmVOc3RpZnR bHNI bj AgFwOx OTEy MDQx
M A2Mz BaGA8Yy MTU2MTAy\ nNj Ey MDYz MFowHT Eb MBKk GALUEAWMVYSSWE0ZXJuZXRzdd ndGVsc2VuM | Cl j ANBgkqg\ nhki GOWOBAQEFAAOCAg8AM | C
CgKCAgEAVFj SuM20KDst YzCyaFG xnLKALWKNSF7\ nOKEnQLI | WIRr 7wrKL7RFSz a4wNZGPf J/ MJZC

/1211 wxYi gdWbyl Tj PLdI udi FyFy\ nOl hAUnp5f f oMO 3V+E6pNpBRAf vud47ngmt DH2ZNAMP+CGuVy 605k] Owgj CLXDaF+\ nXd+hzW OW +6d1E
/ Bx9zaYTY6AaYGVXAeKUpnj DycH WLg48KDCYJyci aBEFbvpG nD7| PSPXeDr | 1Y1Yl / X8zGM

/ 7T0RxX2JG8d 1QJcS5j hl zA6QX] xXaLd7l cg2TWB43\ n/ i ef i eWw vJ+Zr Pxh+g/ 9oWL+oke5WOoKN7gBVy

| pEf IXk+BDc2LFFgAf P3oJeM nmi 3yt Wl AATDsN8/ 5¢F/ +k/ i ERSaRnauzDJ7j wRr 8wj Bdj qUKKCy| hesACz8bw

/ +i \ noDZSVP2aMEJ OUKOf Phhwe Qv k7CBEi i xj sD53xaGX4DSj RHI3k! f 84g1vUf ml++z\ n5uvt PAESXd4YAde4G+DFTYeQGHA6z Ux9c 71 B7CPbr
5ZP1cS5Yt dnWgY7vdf j zZZWQ nCboW9oLYEQ 8hZ1L0gkyqgxT83ryj / 0GE39vycXAGTB5f gUTCar | 2HEQx 1LnBWACN\ neZr bwé/ Ga

/ e7UGSgVX6eV0Il zya@BSARTqnNNDgs0YGcedj qVmyMnl +nt Tt MMLK+N n1AAphf H++gs CAWEAAaNQVEAWHQYDVROOBBYEFMh CO7 A0ALKk Zv gKNOTV
4vLC BNML\ nVB8GALUd I wQYNMBaAFM CO7 AoAlkZvgKNOTVAvLC BNMLMAWGAL Ud EWQFMAVBAS 8wh nDQYJKoZI hvcNAQELBQADgg! BAHxc4KJi U9k
9bMAQYBX72EsW Fz5S| EBACNG xSq\ nh7Zw8sT97X6URJki Du8DhoHAALr KxYZbl el YSJI JI eodl t R7TQOLgPyEyBay1GEWKX\ ndqlCt el Fj Cht Yj A
j 1 S9xDQP3/ M6 THQDUH2ATOc 7szWWg13u

/ 8S3l 4si A6nPvR6t r\ nqYFQKSM hr LvkAEpJ814ql wAzspT9l r xcALad4M+dUhOUogF5cFc AaPcRn68N6x N\ nf zaDOBSCZWMORf d71 RvBYK+NREU
2ebuz9w@ ChcKLBuShEaKHkpz PNoEp+sZui YR\ n5q8F6w A/ vFXBaRac STRSWHS/ f Poj Vj Dgj W sGKZRYeqvexdi JVOnpYdb

/ k9x0j \ nKk8onj aJT9+yGd i S82/ Bszar 4vZoonoR5g+XC+

/ oDw4t x48dPvWH6hbl 7PNbdRI \ nasZJ Tl Df vyavu7dhUnBc90Zi qcpBbDJulAVt f | 5e0Q@B9WgDUdI TMH2f HY8+q38w3\ nAsRVYKB+bNXt f Int 4S6
kWA3DGBhaoubY700BLD/ | T3NU9CTPHVKVOUW YpohUyWs\ nvOM 81 Rl Ki nOkvpv79C0KYzs N9EwbBs AkS1nox| 8Z9mdy Sl j pf EnmgVg1CF7t

/ E86\ nhr 1pq6cgZyr OKVWWNdvaKJ/ RTET+HbMY+yt zV9dY+t B7ZA8GFwW yFhuJ386Kt sSNG n3inj\n--- - - END CERTI FI CATE- - - - - "
}
1
"clients": [
{
"description": "Exanple Cient",
"pins": [
{
"al g": "sha256",
"digest": "ILHf f44448neMWbdh2df aLknCLMAxJe/ FaXl / Q6Dcs="
}
1,
"tags": ["exanpl etag"]

The certificate used by the client for establishing the TLS connections needs to be changed, and so we need to add a new corresponding PKP to the
"pins". Also, if required, the corresponding issuer certificate is added to "issuers". In case the certificate is self-signed, the new self-signed certificate is
added to "issuers".

MD with old and new keys to be published

{
"version": "1.0.0",
"entities": [
{
"entity_id": "https://exanple.cont,
"organi zati on": "Exanple Organization",
"organi zation_id": "SE999999999901",
"issuers": [
{
"x509certificate": "----- BEG N CERTI FI CATE- - - - - \ nM | FDzCCAvegAwW BAgl JAOT8hEFz. ... old cert issuer....

ARVHMAOGCSGS| b3 DQEBOMIANBOX Gz AZBgNVA nBAMVEK] udGvy b0 3Ey MDQXM A2 Mz BaGABY MTUZMTAy\ nNj Ey MDYz MFowHT Eb VBK GALUEAWAS



SW50ZXJuZXRzd@ nmdGVsc2VuM | Cl j ANBgkg\ nhki GOWOBAQEFAACCAg8AM | CCgKCAgEAVFj SUMPOKDst YzCyaFG xnLKALWKNSF7\ nOxEnQLI |
WIRr 7WKL7RFSz a4wNZGPf J/ MJZC

/1211 wxYi gdWoy! Tj PLdI udi FyFy\ nOl hAUnp5f f oMO 3V+E6pNpBRAf vud47ngnt DH2ZNAMP+Quvy 6q5k| Oagj CLXDaF+\ nXd+hzW OW +6d1E
/ Bx9zaYTY6AaYGVXAeKUpnj DycHI WLg48KDCYJyci aBEFbvpG nD71 PSPXeDr | 1Y1Yl / X8zGM

/ 7To0RxX2JG8d 1QJcS5j hl zA6QX] xXaLd7l cg2TWB43\ n/ i ef i eWw vJ+Zr Pxh+g/ 9oWL+oke5WOoKN7gBVy

| pEf IXk+BDc2LFFgAf P3oJeM nmi 3yt Wl AATDsN8/ 5¢F/ +k/ i ERSaRnauzDJ7j wRr 8w Bdj qUKKCy | hes ACz8bw

/ +i \ noDZSVP2aMEJ OUKOf Phhwe Qv k7CBEi i xj sD53xaGX4DSj RHI3k! f 84g1vUf ml++z\ n5uvt PAESXd4YAde4G+DFTYeQGHA6z Ux9c 71 B7CPbr
5ZP1cS5Yt dnWyY7vdf j zZWQ nCboW9oLYEQ 8hZ1L0gkyqxT83ryj / 0GE39vyc XAGTB5f gUTCar | 2HEQx1nBWACN\ neZr bwé/ Ga

| e7UGSgVX6eV0I zya@BSARTgnNDgs0YGee4dj gVmyMnI +nt Tt MMLK+N\ n1AAphf H++gs CAWEAAaNQVE4WHQYDVROOBBYEFMyCO7 Ao ALk ZvgKNO TV
4vLC BNML\ nMB8GA1Ud I wQYNMBaAFMCO7 AoAlkZvgKNOTVAvLC BNMLMAWGAL Ud EwQFMAVBAS 8w nDQYJKoZI hvcNAQELBQADgg! BAHxc4KJi U9k
9bMAqYBX72EsW Fz5S| EBACNG xSq\ nh7Zw8s T97X6URJki Du8DhoHAALr KxYZbl el YSJ1 J1 eodl t R7QULgPy EyBay 1GEWK\ ndq1Ct el Fj Cht Yj A
j 1 S9xDQP3/ M6 THQDUH2ATOc 7szWWg13u

/ 8S31 4si A6nPvR6t r\ nqYFQKSM hr LvkAEpJ814ql wAzspT9l r xcALad4M+dUhOUogF5cFc AaPcRn68N6x N\ nf zaDOBSCZWMORf d71 RvBYK+NREU
2ebuz9wd ChcKLBuShEaKHkpzPNoEp+sZui YR\ n598F6wj A/ vFXBaRac STnRSWHS/ f Poj Vj Dgj W s GKZRYeqvexdi JVOnpYdb

/ k9x0j \ nKk8onj aJT9+y GO i S82/ Bszar 4vZoonoR5g+XC+

/ oDw4t x48dPvW6hbl 7PNbdRI \ nasZJ Tl Df vyavu7dhUnBc90Zi qcpBbDJulAVt f | 5e0Q@B9WDUdI TMH2f HY8+q38w3\ nAsRVYKB+bNXt f Int 4S6
kVWN3DGBhaoubY700BLD/ | T3NU9CNPHVKVOUWM YpohUyWs\ nvOM 81 RI Ki nCkvpv79C0KYzsNIEwbBs Ak S1nox| 8Z29miy Sl j pf EngVg1CF7t

/ E86\ nhr 1pg6cgZyr OKVWWNdvaKJ/ RTET+HbMY+yt zV9dY+t B7ZA8GFwW yFhuJ386Kt sSNG n3inj\n--- - - END CERTI FI CATE- - - - - "
b
{
"x509certificate": "----- BEG N CERTI FI CATE- - - - - \ nM | FDzCCAvegAwW BAgl JAOT8hEFz. ... new cert issuer....

8AM | CCgKCAgEAVFj SuMROKDst YzCyaFG xnLKALWKNSF7\ nOxEnQLI | WARr 7WrTKL7RFSza4wNZGPf J/ MJZC

/1ZI' wxYi gdWbyl Tj PLdI udi FyFy\ nOl hAUnp5f f oMO 3V+E6pNp@BRAf vud47ngnt DH2ZNAMP+Guvy 695kl Cwgj CLXDaF+\ nXd+hzW OW +6d1E
/ Bx9zaYTY6AaYGVXAeKUpnj DycH WLg48KDCYJyci aBEFbvpG nD71 PSPXeDr | 1Y1Yl / X8zGV

| To0RxX2JGBG 1QJcS5j hl zA6QX] xXaLd7l cg2TWB43\ n/ i ef i eVw vJ+Zr Pxh+g/ 9oWL+oke5WO0KN7gBVy

| pEf IXk+BDc 2LFFgAf P3oJeN\ nni 3yt Wl AATDsN8/ 5¢F/ +k/ i ERSaRnauzDJ7j wRr 8wj Bdj qUKKCy| hes ACz8bw

/ +i \ noDZSVP2aMEJ OUKOf Phhwe Qv k7C8Ei i xj sD53xaGX4DSj RHI3k! f 84q1lvUf ml++z\ n5uvt PAESXd4YAde4G+DFTYeQGHA6z Ux9c 71 B7CPbr
5ZP1cS5Yt dnWgY7vdf j zZWQ nCboW 9oL YEQt 8hZ1L0gkyqgxT83ryj / 0GE39vyc XAGTB5f gUTCar | 2HEQx LmBWACN\ neZr bwé/ Ga

/ e7UGSgVX6eV0l zya@BSARTqnNDgs0YCGcedj qVmYMNI +nt Tt MMLK+N n1AAphf H++gs CAWEAAaNQVE4AWHQYDVROOBBYEFMCO7 AoAlk ZvgKNO TV
4vLC BNML\ nMB8GALUd I wQYMBaAFMbCO7 Ao A1k ZvqKNOTVAvLC BNMLVAWGAL Ud EWQFVANVBAF 8w nDQYJKoZI hvc NAQELBQADgg! BAHXxc4KJi U9k
9bMAQYBX72EsW Fz5S| EBACNG xSq\ nh7Zw8sT97X6URJki Du8DhoHAALr KxYZbl el YSJI JI eodl t R7QOLgPyEyBay1GEWK\ ndqlCt el Fj Cht Yj A
j 1 S9xDQP3/ M6 THQDUH2ATCOC 7szwWWg13u

/ 8S3l 4si ABNPVRGt r\ ngYFQKSM hr LvkAEpJ814ql wAzspT9l r xcALad4M-dUhOUoqF5¢cFcAaPc RT68N6x N nf zaDOBSCZWMR2f d71 RvBYK+NREU
2ebuz9w@ ChcKLBuShEaKHkpz PNoEp+sZui YR\ n5q8F6w A/ vFXBaRac STHRSWHS/ f Poj Vj Dgj W sGKZRYeqvexdi JVOnpYdb

/ k9x0j \ nKk8onj aJT9+yGCl i S82/ Bszar 4vZoonoR5g+XC+

/ oDw4t x48dPvW6hbl 7PNbdRI \ nasZJTI Df vyavu7dhUnBc90Zi qcpBbDIulAVt f | 5e0Q@B9WIDUdI TMH2f HY8+q38w3\ nAsRVYKB+bNXt f Jnt 4S6
kVWN3DGBhaoubY700BLD/ | T3NU9CPHVKVOUW YpohUyWs\ nvOM 81 Rl Ki nOkvpv79C0KYzsNOEwbBs AkS1nox| 8Z9mady Sl j pf EngVg1CF7t

/ E86\ nhr 1pg6cgZyr OKVWWNdvaKJ/ RTET+HbMY+yt zV9d Y+t B7ZASGFwW yFhuJ386Kt SNG n3i nj\ n-- - - - END CERTI FI CATE- - - - - "

}
1,
"clients": [
{
"description": "Exanple Cient",
"pins": [
{
"al g": "sha256",
"digest": "ILH f44448ne... old pkp...LMixJe/ FaXl / QeDcs="
I
{
"al g": "sha256",
"digest": "ILHff448D0j sN... new pkp...| XL21l/A5X Q02s="

}
1,
"tags": ["exanpletag"]

Now publish the metadata to the federation and wait until all entities have downloaded the latest metadata and added the new certificates to their trust
repositories. When this is done you should be able to test connection with the new certificate. If it does not work, confirm with the corresponding relying
party that they have the correct metadata.

When functionality is confirmed, you can remove the old pins and issuers from your certificate and publish the metadata again. The old certificate is then
revoked from the federation.
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