Test environment (Skolfederation Trial)

® Access to Skolfederation Trial
O Uploading metadata to Skolfederation Trial
® Uploading metadata in Federationsadmin
® Sending metadata manually to federation operator
® Technical information
© Metadata
o Discovery Service (DS)
® Test services in Skolfederation Trial
© Test IdP
Skolfederation Trial is a free test environment open for both members of Skolfederation and non-members. In Skolfederation Trial user organizations and
service providers can test their solutions with test services provided by the federation, or with other participating entities in Skolfederation Trial as well as
test services provided by Skolverket for DNP. Technical personnel can also get acquainted with metadata management in Federationsadmin.
G) Do not use production information
Due to Trial being a completely open test environment for both IdP's and SP's, no control of organizations or entities is performed other than

syntactical check of metadata for interoperability in the Trial federation. For IdP's, do not use production data (i.e. users) and be careful to which
entities you allow access and release of user attributes and personal information.

Access to Skolfederation Trial

All members of Skolfederation gain automatic access to Skolfederation Trial. On finalization of membership, all Technical Contacts have received an email
with credentials for accessing Skolfederation Trial in Federationsadmin. Technical Contacts also have the ability to create Technical Agents to delegate
access to the members metadata management. More on creating and managing Technical Agents is found in the user guide.

If you are a member of Skolfederation but forgot your password you can reset your password by clicking "Forgot Password?" at the logon screen for
Federationsadmin.

If you are not a member of Skolfederation but want access to Skolfederation Trial, use the form below.

https://service.federationer.internetstiftelsen.se/servicedesk/customer/portal/1/create/30

Uploading metadata to Skolfederation Trial

Uploading metadata in Federationsadmin
To upload metadata to Skolfederation Trial, log on to Federationsadmin with your Trial credentials.

Log on to Skolfederation Trial in Federationsadmin

@ Instructions

Trial metadata is managed the same way as production metadata. For instructions, please read the user guides for metadata management
found here.

Sending metadata manually to federation operator

An alternative to managing the metadata in Federationsadmin is to use the form linked below to send metadata to the federation operator for validation
and verification. If there are errors, the federation operator will request corrections.

Link to metadata form

Technical information

Metadata

Metadata for Skolfederation is found below.
https://fed.skolfederation.se/trial/md/skolfederation-trial-3_1.xml
Public key for verifying signature of federation metadata is found below.

Certificate file: https://skolfederation.se/app/uploads/2016/05/skolfederation-trial-3_1.crt


https://skolfederation.se/teknisk-information/metadata-2/anvandarguide-for-hantering-av-metadata/
https://service.federationer.internetstiftelsen.se/servicedesk/customer/portal/1/create/30
https://cfed.federationer.internetstiftelsen.se/#/federation/skolfed-trial
https://skolfederation.se/lamna-metadata-for-skolfederation/
https://fed.skolfederation.se/trial/md/skolfederation-trial-3_1.xml
https://skolfederation.se/app/uploads/2016/05/skolfederation-trial-3_1.crt
https://skolfederation.se/teknisk-information/metadata-2/anvandarguide-for-hantering-av-metadata/
https://skolfederation.se/teknisk-information/metadata-2/anvandarguide-for-hantering-av-metadata/

skolfederation-trial-3_1.crt

————— BEG N CERTI FI CATE- - - - -

M | FnTCCAAWAW BAgl JAJI j kgQRegi i MAOGCSqGSI b3 DQEBOMUAMGBQX Cz AJBgNV
BAYTAI NFVRI wEAYDVQQ DAl Td®j a2hvbGOxEj AQBgNVBAC MCVNOb2Nr a@sbTEt

MCs GALUECgwk U3RpZnR bHNI bi Bnb3I gSW0ZXJuZXRpbniZy YXNOc nVr dHVY MCAX
DTE2MDUy MeEzM cON1oYDz| x MTYWNTI z MMy Nz QBW Bk MQs wCQYDVQQGEWJ TRTES
MBAGALUECAWJI U3Rv Y2t ob2xt MRI WEAYDVQQHDAI Td@9j a2hvb@xLTAr BgNVBAOM
JFNOaWZ0ZWzZWigZmy| El udGvybnmVoavwsntnFzdHI1a3R1cj CCA | wDQYJKoZI

hvcNAQEBBQADgg! PADCCAgoCggl BALV2WB1d j 8Dzof Luvr RsLi TO3ROsbOQP4G

MCMp4YJOvPuJeMknolLj 0+l 5VWx5XpREf t Zg53CUFLWY | uu2dzuGdg91MYHFY4zz
MSe3xckD4Xsj | r Ud+ovaMEcYCIj NLr BVJI DVs6t f TXowPAI bBg+SAAeLUzFACIhL
MNmAhwCvuYRXc FaapZKpZnTt wQ+Py/ J10b5Bc9aF6766LNFr e G39f oKDr F+4vFW8
39wLn+l yvBj MoUf br 5] k1kwnw8gN2Kag08wGJ Bl QaQy KCEOETHOhv48LVQLFi 21 Jd6
k1 Sj wdhQoF24WFHGy XI 4Qr 7Sk/ HUNEOZMY unBJy DZUe GExBne Zc Cgk Nar GBulAY
Jr Nar +6g/ OvLqj 71E7c0SJ0ywXxJH2Ws Q' 2FR9pkd5I ni kp+ss9ot 07U St bZYLL
GQuyg3z0de5uxDgRbd+l f KQyKr sf 43nPSs3vdvKpl QYf u6bueMa/ ol M al 4g5upi i

4j OLENYGROZZad/ | OQPXxT3wG+BThYE/ OEj D7BI nm66sr 5WHVAQRTONr oRTvnVkJJ
t VBR/ | 9VK5nDAmd| dagHCAr / | mIf XXI i 0IM t Ywt bTnaGkRPkPp7JMWQBNFN] L+F
hSI qFRIbDvKEOr | @Hobspb4AouVkglnt 5VG4A24pt dPUCYngOv6J 1R1FL1VHEOy
/1 M 1TnAgVBAAG UDBOVBOGALUd DgQVBBTeV6UGTGFOdi ORr 43/ BZpAeX9ge TAf

BgNVHSMEGDAW) BTe V6 UGTGFOdi ORr 43/ BZpAeX9ge TAVBgNVHRVEBTADAQH MAOG
CSqGS| b3DQEBOMUAAL T CAQAEE3s MALF3nZHPz PZ+Rx An8NHpkwYz2Sz8B+NVI CsP
81f 64CxxknB+RwQ\Bnyot t K21 Nayvj EsydGvV/ Fe5g6hwEJ YBWAKGonm 1vUqUhuD
/ zKTgt 1sD3Z3Nt LYZepFNNe OBDNQINFzsLMYOEQuf c7GhFGaVl JalZEzcVh9zcl
+| pAKGc ODTj Qv+gn9FnmUI 41 Zj / UcCMCkNr VXes6Lzyt 20\WPgVFUCOz TPChXE+6V
K7bdKch8enXKOpUVn4zg7BpoXLpKpk 2RXFBXF 6KM-GnWhf Ys Ak ZGJ mkwd 520v d8f

0E3K+QnyxGsy GhN1PX0Dh+0896seCS8VC2Dgs+7JPPXoz 7] LYGxi TGf KMTUZMom
dSBt +j si t sj V4/ 41U7weFLSMBkns 3bEoXf 9kCIf Eqysw3qU4Txyn9zv4uOnBzn8
f dZLa+Vpp6DgpyukSQdPs| cUc38t JongMyr x1vdol kW E8sabj 1MSEQT 4hdCoub
kespEl 3hPr bNTI WQApI aXWFE/ WZf t Mr48bGInNDzr NT+0ZHFkROXANLNHT7W B+p
zf Agxd8HSURLgf QNUDc9gl OnmpVyev7MZMJg32VYXdwe MM e SCWKFQcnbGp/ hvplLr

x2DA4dpl OP9i MLxcFeR8zf 61 KsUPr AMC1z Ge5nwJ 3kcZppKydY388CDOM M zt R
| w==

————— END CERTI FI CATE- - - - -

SHA- 256 fingerprint:
DD: 42: FE: DA: AB: E9: FO: 99: D3: BE: EC: CA: 94: 95: 3F: E8: 33: 95: 68: 50: 1D: D1: 3A: 8A: D2: FD: A5: A7: 8F: 16: DC. ED

@ Verify metadata with certificate

We recommend verifying the fingerprint of the signing certificate with the federation operator before adding the certificate to your IdP/SP trust.
After trusting the certificate, always verify federation metadata signature with signing certificate to guarantee metadata integrity.

Discovery Service (DS)
Discovery Service for Skolfederation Trial is found below.

https://fed.skolfederation.se/trial/ds/

@ Use other ways of discovery

Note that the federation operator does not recommend the usage of the centralized DS for discovery of IdP's in production environments, due to
limitations in user experience. However, in the case of Skolfederation Trial feel free to use this tool to test your services.

Test services in Skolfederation Trial


https://fed.skolfederation.se/trial/ds/

Skolfederation Trial provides test IdP and test SP services for participants to test logon flows, attribute release and attribute consumption.

Test IdP

The test IdP can be used for testing logon and attribute release to your SP uploaded in Skolfederation Trial. As the IdP service is only a form where you
can select what attributes and values to release (in accordance with Skolfederation Attribute Profile), the test IdP does not require any user authentication.
The test IdP automatically trusts and allows logons to all SP's in the federation metadata for Skolfederation Trial.

SAML 2.0 entityID Name in Skolfederation Trial discovery service

https://idp.trial.skolfederation.swefed.se/simplesaml/saml|2/idp/metadata.php | Skolfederation Trial-IDP

Skolfederation

Skolfederation Trial IdP

Attribut som kommer att skickas till tjansten
Oc

[ displayName

(] eduPersonPrincipalName
(] givenName

o1

O mail

(J mobile

[ norEduPersonBirthDate
[ norEduPersonNIN

() norEduOrgNIN

Oo

[ postalCode

[ schacGender

Osn

[ sisSchoolCareOf

[ street

(] telephoneNumber

Multivalued Attributes
[ eduPersonEntitiement

|'Add 1 |[ Del |

[ sisLegalGuardianFor

[ada+ 1M nar]

Trial IdP attribute release form

Test SP

The test SP can be used for testing logon and attribute release from your IdP uploaded in Skolfederation Trial. The SP service presents all sent attributes
in a table. If the attribute is presented this means the SP could consume the attribute correctly and that the attribute syntax is correct. The test SP
automatically trusts and allows logons from all IdP's in the federation metadata for Skolfederation Trial.

SAML 2.0 entityID Logon URL

https://sp.trial.skolfederation.swefed.se/simplesaml/module.php/saml/sp/metadata.php/default-sp | https://sp.trial.skolfederation.swefed.se/


https://idp.trial.skolfederation.swefed.se/simplesaml/saml2/idp/metadata.php
https://sp.trial.skolfederation.swefed.se/simplesaml/module.php/saml/sp/metadata.php/default-sp
https://sp.trial.skolfederation.swefed.se/

(=] Skolfederation

Test Service Provider

New login

Federation Attributes
Attribute standard 4.1

displayName Tom Yhorke
eduPersonPrincipalName  a7JKmn01NxJ19GIl0659@example.com
givenName Tom
o Radiofoot
sh Yhorke

Omitted: norEduQrgNIN, norEduPersonMNIN, norEduPersonBirthDate, schacGender, eduPersonEntitiement, sireef, postalCode, |,
¢, mail, telephoneNumber. mobile, sisLegalGuardianFor, sisSchoolGrade, sisSchoolCareQf, sisOrgDepartment,
sisSchoolUnitCode, sisSchoolCourseStudent, sisSchoolCourse Teacher

Extra Attributes

None

Trial SP attribute consumption view
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