Production environment (Skolfederation)

® Access to Skolfederation production environment
© Uploading metadata to Skolfederation
® Uploading metadata in Federationsadmin
® Sending metadata manually to federation operator
® Technical information
© Metadata
o Discovery Service (DS)

The Skolfederation production environment is accessible only to members of Skolfederation. All member metadata published in the Skolfederation
aggregated metadata feed is by confirmed member organizations, that must comply with Skolfederations trust framework and technical requirements.

Access to Skolfederation production environment

All members of Skolfederation gain automatic access to the production environment. On finalization of membership, all Technical Contacts can access
Federationsadmin by using their e-identification (BankID or Freja elD+). Technical Contacts also have the ability to create Technical Agents to delegate
access to the members metadata management. More on creating and managing Technical Agents is found in the user guide.
@ If your organization became a Skolfederation member before 19th November 2019
If your organization became a Skolfederation member before 19th November 2019 and you do not yet have access to the production

environment, you need to fill out the access request form found here. If your organization became member after 19th November 2019, you do
not need to use this form.

Uploading metadata to Skolfederation

Uploading metadata in Federationsadmin

To upload metadata to Skolfederation, log on to Federationsadmin with your e-identification (BankID or Freja elD+). Note that you have to be either the
members Technical Contact or a Technical Agent to gain access.

Log on to Skolfederation in Federationsadmin

@ Instructions

For instructions how to manage your metadata in Federationsadmin, please read the user guides for metadata management.

Sending metadata manually to federation operator

An alternative to managing the metadata in Federationsadmin is to use the form linked below to send metadata to the federation operator for validation
and verification. If there are errors, the federation operator will request corrections. If everything is ready for upload, the federation operator will contact the
Technical Contact to validate metadata checksum (SHA1) before publication to federation.

Link to metadata form

Technical information

Metadata

Metadata for Skolfederation is found below.
https://fed.skolfederation.se/prod/md/skolfederation-3_1.xml
Public key for verifying signature of federation metadata is found below.

Certificate file: https://skolfederation.se/app/uploads/2016/05/skolfederation-3_1.crt


https://skolfederation.se/teknisk-information/metadata-2/anvandarguide-for-hantering-av-metadata/
https://cfed.federationer.internetstiftelsen.se/#/federation/skolfed
https://skolfederation.se/lamna-metadata-for-skolfederation/
https://fed.skolfederation.se/prod/md/skolfederation-3_1.xml
https://skolfederation.se/app/uploads/2016/05/skolfederation-3_1.crt
https://skolfederation.se/anmalan-for-atkomst-till-federationsadmin/
https://skolfederation.se/teknisk-information/metadata-2/anvandarguide-for-hantering-av-metadata/

skolfederation-3_1.crt

————— BEG N CERTI FI CATE- - - - -

M | FnTCCAAW AW BAgl JAP5FnClCKef SMAOGCSqGSI b3 DQEBOMUAMGBQX Cz AJBgNV
BAYTAI NFVRI wEAYDVQQ DAl Td®j a2hvbGOxEj AQBgNVBAC MCVNOb2Nr a@sbTEt

MCs GALUECgwk U3RpZnR bHNI bi Bnb3I gSW0ZXJuZXRpbniZy YXNOc nVr dHVY MCAX
DTE2MDUy Mz EzNTUy MFOYDz | X MTYWNTI z MIMLNTIT wW Bk MQs wCQYDVQQGEWI TRTES
MBAGALUECAWJI U3Rv Y2t ob2xt MRI WEAYDVQQHDAI Td@9j a2hvb@xLTAr BgNVBAOM
JFNOaWZ0ZWzZWigZmy| El udGvybnmVoavwsntnFzdHI1a3R1cj CCA | wDQYJKoZI

hvcNAQEBBQADgg! PADCCAgoCggl BAKy dARIOBT40OEXe8n+/ BDGv Zy ECbHR60wW B7
KVXH5xEcf pr gUZBI i cOaL1f hKG8cLB/ KpybZ1HoJyJ4f XOuYP4U989f Yi MDECn4q
W cnCuAZXOr oomR14keLyVNBI gi 8oi DURG7enR+f qJi DRGKGECB7SaV4ANAS7Pdr |

Q xpsBW t W be9Fat 0T/ 3q3qU/ FEAA5+XD9ax8Ycq6ghTganzy/ YDyYi 1bt qyBCd
7Mu71 2WCZ1QdW z1kj t Ubh2KHMBUI 845qr qUCNX Ypsj 7D5zBZaZ+9CM Kr O+mmAJ
Del Q@n2l EPHG kKunmbewKRkZU5Z/ / f Lyt cOL+kNQ wC1Qe67gst PWhEOZgpAl sYd
gLVr 2MHNBJUEACMOGs +0X8y 9sx Rnc MoMI9gF4xd12dl A hf f Qo94aVanvTj wib4
| RTNGE2yf 3Ft sqwQ VHz Mbj qp6SFOFHGOr YpQ r xhADy C8W97ukj G kR7FLj zYqz
YhqOB8FnQ 16uwdg/ YNVol / gkLvRg/ TVbMpbFW C+uCk9l 2N8hsQ j UpnxZFN+Jy X
g6vF4pQlabl qi 2M 5XhQO458XJdgelvDCgXf ugi Z3x6GY TI SRWKAWGLEPdd+RBo
h2kVCQATuaTqQ 76QvagBZR2| FNxI t cer LTUugATE/ NUKO98Ri Okj r kz2h2COC+t pj 2
BNC1j c TnAgMBAAG UDBOVBOGA1UdDgQWBBQ6DI MFBYLMNF1egak VON3Y L3Bf | TAf

BgNVHSMEGDAWBQ6DI MFBYLMNF1egak VOnBy L3Bf | TAMBgNVHRVEBTADAQH MAOG
CSqGS| b3DQEBOWMUAAAT CAQB5 Kz UoEhwr ZmilTr YJi d155cnf yF9Kj VoLG5j ayz Qo
4AhCEDt 7ahQkSHAcqnDISI nXaX07uoukopgn?l sanWw70SU7/ j PPs2Y4960VuGEw
0a5paeEDNJ10l 6Nf vROXx Ud3VONQbxHbcq7ny3G8y692g2gi hr DZvOVgf Oea+gk T
3ZSZzPewFHg60F TVKATPzBI AW / / 5GVBSFM6WOnBwwDu6c Dol Ynk DOaeuCsDT
nvCnczpl i t 7WOWb+Eaj E+QOr 40g2Y! HUWrOgr Jovt N9Gc 7ZZ8VWOVDNn V8 x| +FESFL
yEr Ui k0j 1sXVh1/ dpx8XYQaVUPd4R5ZVxt Vr S3gXxa0Xnkng9nspCJOf XqLOPYNO
QZPSCmMAUK5I 4y 3xJCTICGgeyf U+/ 1bp9CRpFOARYLsSKXEgQVEGhI / YxwhncN snhML
I wCXor pgeCHen¥Zt SB62VnKi waf aAKhc YNm Zt 8FvTScySd2j 7T/ 53FFuXCT50sz4
GKdvBDz Fp5nm6x VXBLMIYwnNBe YTGHhCYI HxWi1qj DXF406z UXQ0j 71 0Xh9w7OLom)
oUr X/ mn31 8KEhpbf dvf k3YOH1kBvzsO6Hz QuBLVasRTQ cUuXCl5ZqCq5/ JHIgPr

gsH@BBsZmvCf t zj R0OSaehDbxdeUoz PgFSTEDTaCbXZt naXQE1Sch7KbaeBj aECh1
vg==

----- END CERTI FI CATE- - - - -

SHA- 256 fingerprint:
B2: 59: 33: 6B: 55: 06: 72: 6D: 8E: 19: 4F: 2B: 93: 92: 30: 7C. 4C: 2C: 4D: 6E: 29: 7D: A6: AE: 09: EF: BE: 7B: 4B: 61: 4A: C7

@ Verify metadata with certificate

We recommend verifying the fingerprint of the signing certificate with the federation operator before adding the certificate to your IdP/SP trust.
After trusting the certificate, always verify federation metadata signature with signing certificate to guarantee metadata integrity.

Discovery Service (DS)
A centralized SAML 2.0 Discovery Service for Skolfederation is found below.
https://fed.skolfederation.se/prod/ds/
The DS is populated with all IdP's from the Skolfederation metadata. The names shown in the DS are based on the OrganizationDisplayName attribute
from the IdP metadata.
@ Use other ways of discovery

Note that the federation operator does not recommend the usage of the centralized DS for discovery of IdP's in production environments, due to
limitations in user experience. If required, service providers are recommended to implement a method of discovery better suited to their service.


https://fed.skolfederation.se/prod/ds/

@ Test services in production?

Currently, there are no test services available in production. For testing your IdP or SP solution, please feel free to use the test services in the
test environment Skolfederation Trial.


https://wiki.federationer.internetstiftelsen.se/pages/viewpage.action?pageId=20545575
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