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Parameters

The following parameters must be exchanged with Skolfederation for eduroam connected organizations:
Administrative parameters

Organization name

Domain name

Technical contact person (name and email address)
Administrative contact person (name and email address)
Email address for abuse related matters

Technical parameters
® Protocol (RADIUS/RADSEC)
® Name and IP addresses of connected servers
® Mutually shared secret (RADIUS) or certificate (RADSEC)

The shared secred is provided by Skolfederation to the technical contact in agreement. If certificate is used the exchange is performed correspondingly.

RADIUS/RADSEC servers

Servers:

® r3.eduroam.skolfederation.se
® r4.eduroam.skolfederation.se

For RADIUS, use port 1812 (UDP)
For RADSEC, use port 2083 (TCP)

RADSEC certificate

Certificate file is found here: https://skolfederation.se/app/uploads/2021/10/eduroam-skolfederation-v2-1.crt

eduroam-skolfederation-v2-1.crt


http://r3.eduroam.skolfederation.se
http://r4.eduroam.skolfederation.se
https://skolfederation.se/app/uploads/2021/10/eduroam-skolfederation-v2-1.crt

----- BEG N CERTI FI CATE- - - - -

M | GFTCCA/ 2gAwi BAgl JANFy J 3HDEqw+MAOGCSqGSI b3DQEBOWUAM Gg M wWCQYD
VQQGEWI TRTESMBAGALUECAWI U3Rv Y2t 0b2xt MRl WEAYDVQQHDAI TdXj a2hvb@0x
Fz AVBgNVBAOMDI Nr b2xnmZWRl ¢ n-0aVi@u Msk wd wYDVQQDDCBY YWRpd XMuZWR1cnmBh
bS5za29sZmvkZXJhdd vbi 5z ZTEl MCM3CSqGSI b3DQEJARYWAWSNHOBza29s Zmvk
ZXJhdd vbi 52ZTAeFw0y MTA5M gxMDQEMDI aFw0z MTA5M Yx MDQBEMVDI aM GgMQsw
CQYDVQQGEWI TRTESMBAGAL UECAWI U3RV Y2t 0b2xt MRl WEAYDVQQHDAI Td@9j a2hv
bQ0xFz AVBgNVBAoOMDI Nr b2xmZWRI ¢ n-0aW\d u sk wd wYDVQQDDCBY YWRpd XMUZWR1
cnmPhbS5za29sZnvkZXJhdQ@ vbi 5z2ZTEl MCM3CSqGS| b3DQEJARYVAWSH0Bza29s
ZnmvkZXJhdd vhi 5z2ZTCCAI | wDQYJKoZI hvc NAQEBBQADgg!l PADCCAgoCggl BAMe]
axW2VuYvwELE3gxf PYHTXUn2LRt Ma4p87n8bX3UsU2ki ud/ 15f Jt 6x26RHLTSNn1
| +LETa+EUl ODKYapm t OuMZO9z L RK+Hvvd T5MIx EVeN7 CAEROv | DBBHc QPaDvnilC
Xb1Kuj Onr F92p99hJvr 9ZZNazZ7YbNVeD+CAY1FK]j i HHt yzBr +8Zzwq0Q7i PM / uY
JR3YSluwdj pcL6mhXpzgPVnK/ F82bKOAI pB4FdL5gWFWACal LEqO6j nnBf bRt vJO
bnPDRHzvNnQLUNK2Jy9bngf Zof vgT661hcl f Fn+syj 470uYC5YoDp4XoCa74t Ho4D
vh6ZHvY3/ VEI 0 4Maj 8kLEGkU4ck53DzuAaLL/ ZD7Rr i 3HpOZVchPVTGCGE CH5i 0
Rphi | c6kXj alJVoB3x UBPM2EBD3QS4UQTLNMBKgQ6xJ EKGEDYV5f WkHVDKoJbs! F
gO0UJJI3bONWLEDYqYBOKSF j r uumALQ47eybgX0Ms1BI Ef JBvZXQIr oy QTNW gt Oae
Ek1o0EuByPbNY73Lvvi zJNNoS3Q 3AlEonBht i 2| 6bxd+f d+SJaBbJ5!1 | 7YOdklcw
a8bEe9g6P0ChnoxL6ESaf Ohj j 6FquWZInBVai Fu/ PdVI 4/ | LCxaKl TFGFPWT38Ps
Kx1j 3ngOMOuK6e@wgznBqygl7B7NFLQLTZqot Zx AgVBAAG UDBOVBOGAL Ud DgQW
BBTt kncl nt ONGbKTSLRVBAVKDVf 5P] Af BgNVHSMVEGDAWIBTt kncl nc ONGOKTSLRV
BAvKDVf 5Pj AMBgNVHRVEBTADAQH MAOGCSqGS| h3DQEBOMUAA4I CAQCQ3L3+ged
xWKJIAVEr kpci uYTX6d/ xuJVAQy23j zYSAVNf qOQngel zuKZ1sKEl +alUi LkzN82
f ULQO/ sI LPHoU8v+wr 9AYHdJi wpFGdeuxOv5QGTCGqbl RZI STeuuo/ Vur i EnUSKi +
af pObwJHKZmi x mhSMyEXe COFt 0l BW vxsYN2n9Mz JPVOOr spLvr 0Ahkj zJAs/ 7m
uxPl yuFss2sCPi RT4YSTVAI VikPut x TLQeoFs| 20UHNVGVK Pr xWhv 3f Zo85/ t AdFS
+nmBr Nzc 191 LKOTvOOCpvDs REQpA6vi por nkPKhvyf PGCr BuGzbTnj Z5/ M bWPXy S
FI FNj S486Ei G S| 3820+nmy8pJsOQADpur zj 5sj NGClvl 81 zWysU6LU66AeFI +4x0
6ubv5i zHV&I gPdz GbM2UDU+k+nN nBbdzoQN7ZFSK8TThSj TBB9zG7j GQ QRKNn
akP+VcdDgJFV/ YuWp YMYNgEbQBCs +dKEUSVO STSqj Q+ZhpsJIXBq7L8Phnbg5Qxf 3
1PKi bXi MO7TYRf ovl akLWOD8VNMGM bhLCxI 9vPr / mhCUM+S2U6+pSaOvazZt Di 0o
2c¢J/ BGBDI pFx5ej | nDe3WDGLvt 3HUFCLI kMs UXAhvr UJI r Ui 6BVY| 3by2Fi Bsv
kzl Kaj Vgt anl xONLAHKDk s ppk 8 FEgHO+kw==

————— END CERTI FI CATE- - - - -

SHA- 256 fingerprint:
9C: CD: 45: 03: F7: 6A: EO: DA: CO: 87: Al: DF: 66: 66: F5: 52: 5D: 89: 65: 79: 25: 1C: E8: 74: 93: 57: 8A: 82: C9: A0: A3: A7

Acceptance test and connecting

Before the test connection may be put in production an acceptance test must be performed. How the acceptance test is performed depends on if the
organization is connecting as eduroam SP and/or IdP.

Connecting eduroam SP
To connect an eduroam SP the connecting organization configures their RADIUS servers with Skolfederation parameters.
The connecting organization is responsible for filtering any harmful attributes in RADIUS responses, such as VLAN- and role allocation.

After configuration a temporary test account is obtained. When Skolfederation and the connecting organization have confirmed successful authentication,
and that the network function fulfills the eduroam Policy Service Definition, the systems may be put into production.

Connecting eduroam IdP

To connect an eduroam IdP the connecting organization configures their RADIUS servers to respond to calls from Skolfederation. Connected IdP must
fulfill the requirements set in SWAMID eduroam Technology Profile v1.0.

After configuration connecting organization should perform a test of the function. This is performed easiest by testing the connection at another connected
eduroam SP.

Resources

Guide

Here you can find a guide containing information and considerations on connecting (in Swedish):

https://skolfederation.se/app/uploads/2014/04/eduroam-v%C3%A4gledning.pdf

Summarized experiences in connecting to eduroam


https://eduroam.org/wp-content/uploads/2020/02/GN3-12-192_eduroam-policy-service-definition_ver28_26072012.pdf
https://wiki.sunet.se/display/SWAMID/eduroam+Technology+Profile
https://skolfederation.se/app/uploads/2014/04/eduroam-v%C3%A4gledning.pdf

Linkdping municipality shares their experiences in connecting to eduroam in the below document (in Swedish):

https://skolfederation.se/app/uploads/2014/02/Link%C3%B6pings-kommun-Erfarenheter-inf%eC3%B6rande-av-eduroaml.pdf

External resources

® eduroam in Sweden
® eduroam in the world
® Technical information from TERENA


https://skolfederation.se/app/uploads/2014/02/Link%C3%B6pings-kommun-Erfarenheter-inf%C3%B6rande-av-eduroam1.pdf
http://eduroam.se/
https://www.eduroam.org/
https://confluence.terena.org/display/H2eduroam
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